PARTNERS HUMAN RESEARCH QUALITY IMPROVEMENT PROGRAM GUIDANCE FOR CLINICAL RESEARCH
21 CFR PART 11

I. PURPOSE
The purpose of this guidance is to assist the clinical research team in adhering to the requirements when using computerized systems in clinical research.

This guidance is established to comply in part with the following regulations and guidelines:

21 CFR 312.62

21 CFR 11

ICH GCP Guidance 

II. RECOMMENDATIONS
1) The study staff should ensure that regulatory documents, PHRC correspondence, and subject documents are filed appropriately and retained according to Partners Human Research Committee Guidance which is located at: http://healthcare.partners.org/phsirb/Guidance/Recordkeeping_and_Record_Requirements.06.07.pdf.
2) When computerized systems are used to create, modify, maintain, or transmit electronic records the study site will ensure that specific procedures and controls are in place.  These procedures/controls should include, but are not limited to: system setup/installation, validation and functionality testing, system maintenance, system security measures, alternative recording methods, system operating manual, data collection and handling, change control, data backup, recovery, and contingency plans, computer use training, and rules and responsibilities of sponsor, clinical sites, and others with respect to the use of computerized systems in the clinical trials.
3) When original observations are entered directly into a computerized system, the electronic record is the source document.  In this case, the site should have documentation explaining that information was collected directly from the subject and immediately entered into the electronic record and is therefore the source (e.g an examination that takes place at the bedside.)  
4) Electronic records are subject to the same retention requirements as described in number 1 above.
5) Access is limited to authorized individuals.  It is recommended that each user of the system have an individual account/password.

6) Individuals should work only under their own password and should not share their passwords with others.  
7) 21 CFR 11 computer systems should have a computer-generated, time-stamped electronic audit trails should be used for tracking changes to electronic source documentation.  A signed and dated note to file should be used to explain any discrepancies or changes.
8) Controls should be established to ensure that the system’s date and time are correct.  The ability to change the date or time should be limited to authorized personnel.  It is recommended that dates and times include the year, month, day, hour, and minute and should be synchronized to the date and time provided by universal time coordinated (e.g. Friday, 2008-10-10 14:10.)
9) External safeguards should be implanted to ensure that access to the computerized system and to the data is restricted to authorized personnel.  It is recommended that the study site maintain a list that contains the names of authorized personnel and a description of their access privileges.
10) The study site should implement safeguards that will to prevent, detect, and mitigate the effects of computer viruses, worms, or other potentially harmful software code on study data and software.

11) The system should include prompts and flags to alert the user to data that are out of acceptable range.

12) The system should be designed in a way that retrieved data regarding each individual subject in a study is attributable to that subject.  .
13) There should be documentation that identify what software and hardware will be used to create, modify, maintain, archive, retrieve, or transmit clinical data.  The documentation should be retained as part of the study records and be available for inspection by FDA.

14) Sufficient backup and recovery procedures should be designed to protect against data loss.  Records should be regularly backed up to prevent loss of data and ensure the integrity of the data.  Records should be stored in a secure location.
15) It is recommended that the study site maintain backup and recovery logs to facilitate an assessment of the nature and scope of data loss resulting from a system failure.

16) The integrity of the data and integrity of the protocols should be maintained when making changes to the computerized system.  All changes to the system should be documented and capture in an audit trail.
17) Training should be provided to all individuals who will have access to the computer system.  Education, training, and experience should be documented.

18) The study site will adhere to the following requirements if electronic signatures are used:
· Each electronic signature will be unique to one individual and will not be reused by, or reassigned to, anyone else.

· Before an electronic signature can be established, the study site will verify the identity of the individual.

· Persons using electronic signatures shall, prior to or at the time of use, certify to the agency that the electronic signatures in their system are intended to be the legally binding equivalent of traditional handwritten signatures.

· Persons using electronic signatures shall, upon agency request, provide additional certification or testimony that a specific electronic signature is the legally binding equivalent of the signer’s handwritten signature.
19) A copy of the certification covering Partners ability to meet the requirements as set forth in 21 CFR 11 can be downloaded from the QI website: http://www.partners.org/phsqi/QIWeb/files/21%20CFR%20part%2011%20statement.doc 
and should be filed in your Regulatory Binder.
20) For more information contact, Diane Keogh at (781) 416-8700 or dkeogh1@partners.org.

