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Abstract

This project explored functional requirements for an institution-
wide method, at Partners HealthCare, for interpreting clinical
knowledge for decision support. Such knowledge is currently
incorporated in a variety of clinical applications, yet the method
of representation and of execution varies and the ability to au-
thor/edit the rules by human experts is limited. We expanded on
a 2002 “Knowledge Inventory” at Partners to evaluate feasibility
of designing a single representation approach entailing: (a) ex-
ploration of specific needs of different applications, in terms of
kinds of response required (synchronous/asynchronous, time cri-
ticality, etc.), context (e.g., implied patient, time frame, or epi-
sode) , and kinds of actions to be triggered; (b) kind of represen-
tation of knowledge and feasibility of casting knowledge in the
form of if...then statements; and (c) data and knowledge re-
sources used (implied data model, and particular knowledge
sources and terminology sources). The result of analysis was to
design an architecture to accomplish this goal. We also did pre-
liminary analysis of requirements for authoring for such a repre-
sentation, and for implementation.

Introduction

Electronic, encoded knowledge is used effectively in a variety of
highly successful clinical applications and subsystems at Partners
HealthCare System, Inc. (“Partners”) to provide automated deci-
sion support. Such knowledge is encoded in actionable form, usu-
ally as if...then rules, where the if portion is a logical condition
expression, and the then portion is an action — usually to recom-
mend something and carried out via various means of notification
(directly on screen for synchronous applications, or, for asyn-
chronous applications, by email, text page, or by scheduling a
notice for popup or display during a future login). Some rules
may be encoded as tables in which conditions for firing are listed,
for example, drug interactions. Those can also be recast in the
form of if...then rules. Other kinds of knowledge, such as infer-
encing knowledge (e.g., ontological relationships), or groupings
of elements (e.g., order sets, composite findings, or templates of
data for forms) were not the focus of this current study.

The actual representation of rules knowledge varies among appli-
cations, depending on the design approach of the developer, sys-
tem/programming language platform, as well as other factors,

e.g., whether an authoring tool was provided for editing of rules,
whether the logic is encoded in tables or in directly executable
statements, or whether the knowledge is implicit in the sequence/
flow of data entry applications and their controlling logic. This
variety of approaches makes it difficult for those individuals fo-
cused on the medical knowledge underlying quality/safety/ effi-
cacy initiatives to assess the current rules in effect, or to make
changes in them. It also makes it difficult to implement and man-
age a common set of rules throughout the integrated delivery sys-
tem of Partners, across different implementation forms of the
same kind of application, such as rules used in CPOE subsystems
at different institutions. Lastly, by using dissimilar and non-
standard approaches to representing knowledge, it is more diffi-
cult to incorporate or adapt externally derived or validated rules,
or to export internal rules for external use. This latter capability
anticipates the desirability and likelihood of future national evi-
dence-based rules libraries in standard form.

Thus a single rules-representation approach would have consider-
able benefit to Partners, for knowledge authoring, editing, and
update; for fostering consistency in rules implementation and
maintenance in various Partners subsystems; and for both con-
tributing to and using authoritative national-scale knowledge
bases to promote quality, safety, and efficacy of health care.

Having a consistent representation of rules to facilitate authoring
and update doesn’t necessarily imply that this representation will
correspond to a single executable form that can serve the needs of
different applications. It may be that considerable differences
exist in the means necessary to adapt the representation or to re-
code rules to implement them in various subsystems.

The goal of this study was to determine the ways in which rules
are used by various major Partners subsystems, to understand
their particular requirements for representation of the rules
knowledge. One aspect was that of making explicit the contexts
that various applications provide for a rule, sometimes implicitly,
such as the fact that they are referring to a specific patient, epi-
sode of care (e.g., an abnormal lab result triggering a rule, or a
medication that may have adverse effects is selected when contra-
indicated given a patient’s health condition) or time frame
(whether an episode of care refers to a patient in intensive care, or
an ambulatory patient). Another was to identify dictionaries or
terminology sources or specific knowledge bases used (such as



laboratory normal ranges, drug formularies, or drug interaction
information). Another was the implied data model (particularly,
which patient data are referenced). If these and related issues
could be accommodated by a common representation, then uni-
form approaches to authoring could be considered. Further, if the
common representation could be used to encode sufficiently pre-
cise information needed for execution, the task of implementing
the knowledge would be facilitated. Note that a variety of ap-
proaches to implementation are possible (translation/ compilation,
development of rules interpreters in various platforms, use of
APIs, etc.) In this project, we focused primarily on identifying
the authoring/editing and implementation/execution requirements,
not the strategy for implementing them, since those tasks were
beyond the scope of this feasibility study. We undertook the
study with the understanding that if the feasibility project led to a
conclusion that a single representation scheme meets a large pro-
portion of needs of various applications, subsequent work would
address authoring and implementation tasks.

While Partners-based implementation was a focus, issues of hav-
ing an integrated approach to knowledge management and deci-
sion support across diverse applications within an institution, and
among cooperating institutions are not unique to Partners. Fur-
ther, safety and quality initiatives in health care depend on robust
approaches that can be widely disseminated. Therefore, we be-
lieved it was important to adopt a standards-based approach that
could, if successful, serve as a model for similar work elsewhere.

Past/Related Initiatives

Arden Syntax is the only current standardized approach to repre-
sentation of decision logic, used in some health care information
systems for encoding of Medical Logic Modules (MLMs), or
single-step if...then rules [1]. However, Arden Syntax has a
number of well-recognized limitations, primarily in its data model
(not object-oriented, limited ability to express temporal condi-
tions, etc.), and the need for each MLM to specify how data ele-
ments used in the logic are obtained from the host environment
(known as the “curly braces problem”, because these specifica-
tion are enclosed in curly braces) [2].

The Decision Systems Group (DSG) has been working in the area
of decision support for many years. DSG participants in this fea-
sibility study have worked with colleagues at Stanford and Co-
lumbia in the InterMed project, aimed at developing a common
approach to representing clinical guidelines known as GLIF
(Guideline Interchange Format) [3,4]. Based on InterMed’s re-
quest to HL7, in 2000, a Clinical Guidelines Special Interest
Group (CG SIG) was established to pursue standardization of
guideline modeling, and was made part of a Clinical Decision
Support Technical Committee (CDS TC), with Arden Syntax
(already part of HL7) becoming a second SIG under the CDS TC.
In the CDS TC, DSG participants have focused on refining the
expression language for query statements and decision rules used
in GLIF, known as GELLO. GELLO is being considered by HL7
as a successor to the expression language in Arden and as a basis
for query and rule expressions for guidelines. GELLO is also of
interest to other parts of HL7 such as the Compound Document
Architecture TC, the Templates TC, and the Controlled Query
TC. We expect that GELLO will be ready for balloting as a stan-
dard sometime in 2004 [5].
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Regarding rules in Partners systems, the DSG worked with Part-
ners IS on a Knowledge Inventory (KI). The report [6], com-
pleted in September, 2002, assessed ways in which various appli-
cations at Brigham and Women’s Hospital (BWH) utilize knowl-
edge, and provided a starting point for this project.

Partners has developed a variety of applications that are at the
forefront of health information systems in terms of demonstrated
ability of decision support to improve safety, quality, and efficacy
of health care. But as the KI report demonstrated (with respect to
BWH subsystems in particular, but true for other subsystems),
many applications have unique ways of representing the medical
knowledge underlying the decision support. Further, most often
this knowledge is not easily able to be inspected or updated.
Also, there is no process in place for developing rules that should
be implemented across Partners, nor a mechanism for translating
such Partners-wide rules into an executable form in all the appli-
cable subsystems at the various Partners institutions. Lastly, with
growing attention to safety, quality, and efficacy, national efforts
are forming to create large-scale demonstration projects and li-
braries of resources. Many government and external agencies
and foundations have focused on this issue.

Methods

Following the criteria described in [7] we analyzed and re-defined
the clinical knowledge embedded in six computerized clinical
applications at Brigham & Women’s Hospital (BWH) [8] and
Massachusetts General Hospital (MGH). The studied applications
were: 1)BWH computerized physician order entry (CPOE),
which allows physicians to enter orders (e.g., medications, labora-
tory and radiology tests) into the computer system interactively,
providing real-time decision support as part of the ordering proc-
ess; 2) automatic alerting, which automatically identifies serious
clinical conditions and notifies the patient’s attending physician
while suggesting potential treatments for patient’s condition; 3)
adverse drug-events monitor (ADE), which reviews patients’
medication profiles for pairs of interacting drugs (the program
considers physiological changes, reflected in abnormal laboratory
results, that may occur as a result of an adverse drug-drug inter-
action); 4) outpatient reminders; 5) results manager, an applica-
tion to help clinicians review and act upon test results in a timely
manner; and 6) MGH CPOE.

By analyzing current rules and contexts in which they appeared,
we defined a common data model and a set of common rule
primitives. Each rule is described as Boolean combinations of
simpler conditions or ‘primitives’ representing similar medical
concepts within different contexts. We define context as a set of
facts and/or circumstances surrounding an event. For example,
the event: new lab result indicating level of serum represented by
the primitive ‘patient serum lab > Y’ may occur as part of an ad-
verse drug-event ‘patient on medication X AND patient serum lab
> Y’, or on its own, as part of automatic alerting.. Hence the
event (a new lab result) may occur ‘inside’ the CPOE when a
physician is about to order a medication (context: CPOE, medica-
tion about to be ordered) for a patient, or ‘inside’ automatic alert-
ing (context: automatic monitoring for abnormal lab values).

Description of applications: A review of applications providing
clinical decision support was done as part of the KI report [8].



Both BWH and MGH CPOE were designed by information teams
at each hospital to allow physicians and other clinicians to enter
all patient orders into the application. Each application contains
about 95 rules categorized as follows: Medication (64 rules),
Chemotherapy (5 rules), Radiology (15 rules), General (6 rules)
and Laboratory tests (7 rules). Most of the medication rules are
linked to medication dictionary systems (knowledge bases),
where, for example, a single drug-drug interaction rule can check
for 1631 distinct chemical combinations in the drug-drug interac-
tion table (e.g., “cyclosporine and nelfinavir”’). A similar mecha-
nism applies for allergies, where a single generic rule warns about
1,111 possible allergies stored in a table in the medication dic-
tionaries. In other words, a single rule, linked to contextual in-
formation tables can provide extensive interventions with a sig-
nificant impact in health care quality.

The automatic alerting application consists of 8 panic lab alert
rules and 24 drug-lab interaction rules. It identifies serious clini-
cal conditions and notifies patients’ physicians about critical con-
ditions reflected in abnormal laboratory results and drug-lab in-
teractions. When a rule is triggered either by a possible drug-lab
interaction or an abnormal change in lab results, a notification
action is sent to the providers in a Coverage list [9]

The ADE monitor consists of 54 rules. The ADE monitor identi-
fies clinical events that may indicate a possible occurrence of an
adverse drug event. The rules in the application check for medical
conditions, new medication orders, lab results above or below
pre-defined threshold values, and medication orders associated
with possible changes in lab results [10].

The outpatient reminder application consists of 25 active rules in
four categories: health maintenance (reminders for screening
tests), expensive medication reminders (suggests less expensive
alternatives), diabetic care (reminders for annual routine tests)
and therapeutic recommendations.

The results manager is an application in the outpatient setting that
enables physicians to review, acknowledge and act upon results
of chemistry, hematology, radiology, and cytology tests. It con-
tains rules in the following categories: 24 rules for critical-results
thresholds (lab results), 2 blood chemistry rules, 3 hematology
rules, 14 pap smear rules and 5 mammography rules.

From all applications, we 1) identified active rules, 2) determined
data elements involved, 3) determined implicit and explicit con-
text to which each rule referred, and 4) identified data dictionar-
ies, terminology sources and knowledge bases used.

Results

Proposed System Architecture: Figure 1 shows a proposed
Client-Server architecture for an external rules engine. The
goal is to have a centralized rule base and rule engine, so rules
can be shared by different applications/entities interacting in
the system, and can be authored and maintained/updated more
readily by domain experts. Our approach supports integration
and sharing of data and resources through an architecture ori-
ented to entities and processes, where the former generate
events to be processed by the latter. This architecture supports
access to data sources for patient information, as well as to
knowledge bases (e.g., formularies or drug interaction tables,
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medication dictionaries), and a rule base. To have a common
representation of rules, the contexts where such rules appeared
were identified and modeled: where (e.g., CPOE, automatic
alerting), when (e.g., a test is overdue, a test is being ordered
before the recommended time) and why the rule is triggered
(e.g., medication is being ordered and there is interaction with
a current medication, laboratory result indicates a medical
condition, overdue test has not been performed).

On the client side, clinicians and front-end healthcare applica-
tions (e.g., CPOE, ADE, Automatic Alerting) access the server
to store and retrieve information. These activities can be car-
ried out in two modes: 1) Synchronously, when a physician
orders a medication or procedure for a patient, and the physi-
cian’s actions are directly coupled with actions/responses from
the system. 2) Asynchronously, e.g., when a lab result is gen-
erated by the corresponding entity with no actual interaction
with the system, or when a background process is running to
look for potential ADEs.
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Figure 1- System Architecture — schematic view

The server side comprises a rule base, databases with patient in-
formation, knowledge bases, rule engine, event monitor and rule
activator. Whenever an entity on the client side generates an
event, the event monitor receives a message indicating the source
(where/who/what is generating the event), the reason of the event
(new lab result, medication being ordered, etc), the intended re-
ceiver, and, of course, the new information. The event monitor
‘contacts’ the rule activator. The rule activator selects the poten-
tial rules from the rule base that could be executed given the in-
formation contained in the message. Such rules are executed by
the rule engine by 1) retrieving any additional information from
knowledge and data bases, 2) evaluating the primitives in the
logic part of the rule, 3) triggering the corresponding actions, e.g.,
screen notification, paging, storing derived data and, 4) sending a
message acknowledging completion of execution.

Common data model: Figure 2 shows a simplified view of the
data model used in this proposed system. The design considers
the implicit and explicit contexts —extracted from rules, data ele-
ments and knowledge sources. It stores data from patients: gen-
eral information, problem list, medications currently taken, lab
test status or results, and allergies. It also contains information
about healthcare staff (role, activity status, availability, etc.). It
shows links to knowledge bases: medication databases (e.g.,



RxNorm), alternative medications, drug-drug interactions, food-
drug interactions, vocabulary dictionaries (e.g., SNOMED, ICD9,
RxNORM, LOINC). The design of our proposed system is flexi-
ble in that it can reference whatever vocabularies are desired for
particular classes of data. Similarly, the whole data structure can
be easily mapped into the HL7 RIM standard data model. Table 1
shows how tables in our model map into HL7 RIM (v 3.0) classes
[11]. The left column in Table 1contains the classes used in the
proposed data model, while the right column contains the RIM
classes required to represent such data.

Table 1 —~The Data model and the equivalent in RIM

Class in Data | Equivalent Classes in RIM

Model

Allergy Act/Observation

Patient Person/LivingSubject/Role/Participation
LabResult Act/Observation

ProblemList Act/Observation

Medication Act/Substance Administration

Staff Person/Role/Employee

Primitives: Table 2 shows that from about 250 rules in all 6
systems, we identified a total of 51 primitives which we mod-
eled by translating them into SQL queries.

Table 2: Modeled Primitives

System Modeled
Primitives
Name No. No. No. %o
Rules Primitives
Automatic 32 9 9 100
Alerting
Outpatient 25 14 14 100
Reminders
MGH CPOE
95 9 9 100
BWH CPOE
Results 48 9 9 100
Manager
ADE 54 10 10 100

Handling events. An event is a notification occuring in re-
sponse to an action, such as a change in state, or as a result of
the user clicking the mouse or pressing a key. An event han-
dler receives control when the corresponding event occurs. For
our data model, an event handler ‘catches’ any event generated
by entities in the system, e.g., a lab result that becomes avail-
able, a physician using CPOE selecting a medication, or a time
elapse signally an overdue lab test. The event handler then
triggers the execution of whatever rules may apply given the
type of event, data items and the context where such event
occurred. Event handling is centralized. Events generated by
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clients are handled on the server side. The proposed model for
handling events is message-driven transactions.

Entities in the system can communicate between themselves
through messages, which are sent/retrieved to/from a message
queue. A message header contains information about the
sender and intended receiver. Entities create/consume mes-
sages from the queue without need to tightly couple sending
and receiving of data. Communication is guaranteed by reli-
ability of the messaging system. In Figure 1, an event monitor
handles all incoming/outgoing messaging from and to sources.
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Figure 2- Data Model — simplified view

Synchronous and asynchronous events: Synchronous events re-
quire sender and receiver to actually communicate and respond to
each other’s requests. Synchronous messaging is modeled by for-
bidding the intended receiver of a message to perform any activ-
ity until it acknowledges reception of the message. Although
asynchronous events do not require actual interaction with the
recipient, ‘timers’ for receiving an acknowledgement can be at-
tached to the message. Hence, an asynchronous message may be
sent to the message queue without requesting immediate ac-
knowledgement from the intended recipient, however, if after the
predefined waiting time an acknowledgement has not been re-
ceived, an acknowledgement request will be sent to the receiver.

ActionModel: The action model depicted in Figure 3 shows a
proposed action taxonomy. The model is by no means exhaustive;
although it contains the major classes in the action taxonomy, the
current version focuses primarily on notification actions. The
main class is the Action class. It contains four attributes: the type
of event that triggers the action (7riggeredBy), the recommended
action, a list of recipients (staff personnel) sorted in order of im-
portance (first recipient in the list receives the first alert notifica-
tion, and so on) and a message string displayed on the computer
screen. TriggeredBy is split into three major classes indicating
the type of event that triggered the action.

ActionType indicates the action to be carried out by the recipi-
ent(s) of the message For notification actions, the recipient is a
staff member. The ActionType splits into five major classes: La-
bOrder, the system suggests laboratory tests should be or-



dered/cancelled; SubstanceAdministration indicates that a medi-
cation may be ordered/cancelled; Cancel gives the option to can-
cel an action carried out by the recipient which triggered the alert
message; Referral indicates that the patient may be referred to
other health care providers; and GetApproval indicates that the
action carried out by the recipient requires further approval.

RecipientList is a list of recipients of the alerting message sorted
in order of importance; the first recipient in the list is notified
first. The Recipient class provides the recipient ID, the allotted
time for receiving a response from the recipient before consider-
ing the notification as unacknowledged and sending a new
notification to the next recipient in the list. The method of
notification is also specified, e.g., pager, POD screen, email, floor
staff. Message is the alert message sent/displayed.
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Figure 3- Action Model — simplified view
Discussion

We have evaluated the feasibility of the above design by verify-
ing through our analysis that all of the rules in the reviewed ap-
plications can be executed.

We have shown that only a relatively small set of primitives can
be used to represent a wide variety of rules. We have further
shown that a data model with a small number of classes represent
the data and knowledge referenced. Further, we have shown that
the classes can be mapped to the HL7 RIM. The primitives as
well as compound logic expressions can be readily expressed in
the object-oriented GELLO expression language currently under
review in HL7.

Still in progress are analyses of the requirements for authoring
support for a rule base of the above kind, and for interface/ im-
plementation with host clinical information systems. Our plans
are to complete those tasks over the next two months, and then to
begin working on a series of pilot implementation projects and a
knowledge management strategy at Partners that incorporate this
approach.
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