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CDS Consortium Study Updates

Blackford Middleton, MD, MPH, MSc



Introduction
Clinical Decision Support Consortium (CDSC)
– Base Year One and Two: March 2008 – June 2010
– Optional Year One: July 2010 – July 2011
– Agency for HealthCare Research and Quality (AHRQ) 

Contract #: 290-08-10010
– www.partners.org/cird/cdsc

Participating Organizations:
1. Partners HealthCare
2. Regenstrief Institute 
3. Siemens Medical Solutions 
4. Veterans Health Administration
5. Kaiser Permanente Center for Health Research 
6. University of Texas School of Health IS

7. GE Healthcare
8. NextGen 
9. Mayo Clinic 
10. MVIPA 
11. UMDNJ
12. OHSU





CDSC Goal and Significance
• Goal: To assess, define, demonstrate, and evaluate best practices for 

knowledge management and clinical decision support in healthcare
information technology at scale – across multiple ambulatory care settings 
and EHR technology platforms.

• Significance: The CDS Consortium will carry out a variety of activities to 
improve knowledge about decision support, with the ultimate goal of 
supporting and enabling widespread sharing and adoption of clinical 
decision support.

1. Knowledge Management Life Cycle

2. Knowledge 
Specification

3. Knowledge Portal and 
Repository

4. CDS Public Services 
and Content

5. Evaluation Process for each CDS Assessment and Research Area 

6. Dissemination Process for each Assessment and Research Area
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KM Portal: Gateway to Clinical Knowledge



Key Milestones/Accomplishments
• Developed a practical four-layer knowledge representation stack.
• Developed a KM Portal for collating and browsing knowledge artifacts.
• Constructed and tested web-based clinical decision support services, and 

integrated it into two electronic health record: PHS LMR and RI Wishard 
Clinics.

• Ran 6 month Pilot.
• Work with NextGen and GE to implement ECRS in their EHRs.
• Devised a novel method for CDS performance assessment.
• Built a robust clinical content governance and editorial process.
• Developed legal agreements to support CDSC work.
• Built a Knowledge Authoring Tool for creating compliant XML representations 

of knowledge artifacts at Level. 
• Disseminated our findings.



Timelines

We are here



Future Directions
• Continue PHS LMR and Regenstrief CareWeb Phase I 

pilots to Phase 2.
• Implement knowledge sharing and CDS Services 

Demonstration with 1-3 additional partners (vendors, 
Beacon HIE, others). 

• Port collaborative knowledge engineering tools and 
rules engine to Open Source technologies. 

• Expand breadth of coverage of CDS content, and 
knowledge artifacts type (Infobuttons, order sets, data 
display, documentation templates).



Demo Results

Adam Wright, PhD



Demonstration of CDS Consortium 
Services in Partners LMR 



Run Rules
Controller

ECRS
CDS Consumers

Rule 
Authoring





CDSC Performance Data for LMR

0%10 %1Other failures:

0.6%2830.59 %289Classification services timeouts:

4%1,8933.94 %1,939CCDFactory SOAP failures:

6%2,8406.04 %2,967CCDFactory timeouts:

11%5,04711 %5,196Total failure calls:
2.8532.845Average performance:

4,7303,511Average calls per day:

89%42,28089 %43,964Total Successful calls:
47,29749,160Total calls:

Weekdays Only (10)All Days (14)
Services Stats (10/27/10 - 11/09/10)

Statistics provided are raw data only.  No analysis* is provided, including comparison with previous data, and data are not ‘cleaned’ to 
remove test or duplicate instances or other anomalies. This update shows two sets of figures; since by far most patients are seen in 
the outpatient clinics during the week, we did a second run that excludes weekends.*Please bring any questions or concerns to a 
member of the CDS Services team and include us in any discussion around the implications of these data.



Demonstration of 
CDS Consortium Services in 
Regenstrief CareWeb EMR
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Trial Results



Rule Firings

43,878Assess BP275
159,454Total

4,555Start Anti-Platelet Therapy (no contraindications)274
619Start Anti-Platelet Therapy (contraindications)273
720Start ACE-I or ARB in DM pt (ARB)272

2,487Start ACE-I or ARB in DM pt (ACE)271
17,648Proteinuria screening270
43,183Pt with DM, overdue for foot exam269
31,105Pt with DM, overdue for eye exam268
2,318Order A1c Now (Recent poor diabetes control)267
2,820Pt with DM, almost due for HbA1c266

10,121Pt with DM, overdue for HbA1c265
FiringsDescriptionRule



Clinics

28,602B&W PCA of Brookline
37,522MGH Back Bay
45,190Brigham Primary Physicians at Faulkner

47,422BWH Foxborough Primary Care
FiringsDescription



Recommendations Summary

Dean Sittig, PhD



• Conducted a broad ethnographic study of clinical decision support 
and knowledge management in clinical practice, and developed best 
practices recommendations.

• Authored recommendations regarding decision support to a variety
of audiences 

– Certification Commission for Health Information Technology 

– Healthcare Information Technology Standards Committee

– Clinical practice guideline developers

– Health IT vendors

Accomplishments to Date



Comparison of Clinical KM Capabilities
• Commercially-available and leading internally-developed electronic health 

records.
• Qualitative research program focused on the barriers and facilitators to 

successful adoption and use of various features of advanced, state-of-the-
art EHRs within large, academic, teaching facilities with long-standing EHR 
research and development programs.  

• Sought to assess whether the current generation of commercially-available 
EHRs are capable of providing the clinical knowledge management 
features, functions, tools, and techniques required to deliver and maintain 
the CDS interventions required to support the recently defined “meaningful 
use” criteria. 

• Developed and fielded a 17-question survey about the vendor’s EHR, CDS-
related system tools and capabilities that each vendor provides, and clinical 
content. 

• Majority of the systems were capable of performing almost all of the key 
knowledge management functions we identified 

• The transformation of the healthcare enterprise is achievable using 
commercially-available, state-of-the-art EHRs.



Partners Site Visit to Study the 
Service-Oriented Architecture



Background
• PHS Site Visit: December 1-3, 2010 

• POET Research Team: Joan Ash, Dean Sittig, Vishnu Mohan

• 20 interviewees from different teams: ECRS, KM, Meds, CDSC, 
LMR, Infrastructure and CCD team.

• Eight dimension socio-technical model. 

• Findings and lessons learned based on general questions. 

• Lessons learned by CDSC project should be heeded by anyone 
with a desire to conduct a similar project in the future.



Example Set of Question
Background
• First, we’d like to learn a little about you. Could you give us a few words about your background?
• I know you have work beyond CDSC work--could you please describe your general role here?
The Project
• Would you please give us a very brief history of the CDSC project from your perspective?
• Would you now please tell us more about your role on the CDSC project?
• How does your role fit into the bigger picture of the CDSC project?
• In your estimation, what are the most interesting aspects of the project?
• A complex project like this one takes a lot of collaboration. Can you tell me about your collaborators?
• What the collaboration process like for this project? 
• How did it go?
• I understand the ECRS was disabled at times--what happened?
• Probe: When there were problems, what was the response?
• Probe: How is monitoring done and what were some of the issues related to it?
• Probe: What would you consider an acceptable response time for the system and what is acceptable 

downtime?
• Given that there were bumps along the way, what measures have been taken to prevent future problems?
The Future
• Since there will likely be another 2.5 years of funding for CDSC, what are your hopes about the future of 

this project?
• What might you like to add that we haven’t covered?



Findings and Lessons Learned
1. New roles for special essential people

– Members of SOA management team, who put together agreement for 
services.

– The knowledge engineers, especially who work with medication 
terminology.

– Project managers, who can promote collaboration across teams, are 
key for maintaining this collaboration.

2. Collaboration across teams
– People are autonomous
– Teams flying in tight formation
– Unique management 
– Huge coordination effort including external vendors
– Communication training and support team in place



Findings and Lessons Learned (cont.)
3. Content and knowledge management 

– Idea of library type for management process for clinical knowledge.
– Challenges in managing CDS related to resolving clinical rules, 

terminology, and definition conflicts.
– Legal issues, knowledge authoring tools.

4. User / computer interaction
– System’s response time and how important response time is.
– Problem with alerts generated using SOA interfering with the workflow 

intended by the interface design.
– Create shadow rules in the LMR can help keep track of the alert state, 

i.e., that they have given that alert about this patient to someone and it 
should not be repeated for a specified time period.  

– SOA is “stateless.” This issue must be addressed and the problem 
solved before the service can be rolled out nationwide.



Findings and Lessons Learned (cont.)
5. Measurement and metrics

– System and end-user measurement and monitoring services, or system 
performance characterization, e.g. LMR metrics track. 

– Important to measure on a regular basis. 
– The metrics must be in place so one can narrow down the problem.

6. Internal governance policies, procedures and organizational culture
– Balance between the EHR research and production efforts. 
– Decisions must be made about handling violations of agreements. 
– Hard to set up a service level agreement and get it to work. 

7. Hardware / software, technical issues
– If the hardware does not work, the CDS that is embedded in the EHR 

cannot possibly work. 
8. External regulations and pressures

– AHRQ requirements and rules that are included in the contract often 
take more time to deal with than expected. 

– Sharing CDS involves difficult legal issues. 



Legal and Other Challenges

Lana Tsurikova, MSc, MA



History
• 14 years ago, Miller et al. first published on legal liability for injuries 

resulting from software in health care.
• To date, no American courts have clarified how vendors, institutions, 

or clinicians might be liable to patients for harm resulting from 
software.

• If there is suboptimal design of an Electronic Health Records (EHR)
that leads to error, who is at fault…those in control of system 
architecture or the end user?

Contracts between developers and providers organizations 
include provisions to protect the developer from liability.

Miller RA, et al. Recommendations for responsible monitoring and regulation of clinical software systems JAMIA 1997.
Goodman KW, et al, Challenges in ethics, safety, best practices, and oversight regarding HIT vendors, their customers, 

and patients: a report of an AMIA special task force. JAMIA 2011
Koppel R, et al. Health care information technology vendors' "hold harmless" clause: implications for patients and 

clinicians. JAMA 2009. 



Not so Simple…
• Thus there is a great need to meet requirements of data security, 

confidentiality, and control over data.

• The Health Information Technology for Economic and Clinical Health 
(HITECH) Act expanded scope of the Health Insurance Portability and 
Accountability Act (HIPAA) privacy and security rules to include 
“business associates” of covered entities.

Any Health (Information Technology) IT solution must be HIPAA 
compliant.

• In the past vendor owned the software, customer owned the 
content…but now it is much more complicated (cross-licenses, etc).



Liability Points of Failure
• CDS manufacturing defect

– Software does not perform as designed
– i.e. alerts fail to notify due to bug in software or service

• CDS implementation defect
– Customer implementation of software results in defective functioning
– i.e. alerts fail to fire because customer has failed to update or accurately 

represent the knowledge in the system
• CDS user error

– Software performs as designed, customer has implemented correctly, 
however user does not utilize correctly

– i.e. user ignores alert, turns off alerts, fails to notice alert
– Blurred distinctions here because users typically blame CDS 

manufacturer or implementation team for creating unusable CDS.



CDSC Legal Documents

• Portal User Agreement

• Portal Publishing Agreement

• Service Sharing Agreement

• To support sharing of knowledge and artifacts for CDS 
across Consortium sites.

• To collect CDS artifacts in various formats, ranging from 
unstructured human readable guidelines to machine 
executable code.



Indemnification
• CDS software cannot provide accurate advice 100% of 

the time (imperfect context awareness, heuristics).

• CDS software cannot be viewed as medical device; 
healthcare provider is expected to exercise independent 
medical judgment regarding CDS advice before treating 
a patient.

• CGC members make no warranty of accuracy of content, 
and take no responsibility for harm.



Ongoing Challenges 
• Potential content-sharers continue to be wary of liability, 

difficult to identify who can sign on behalf of the 
institutions.

• Concerns remain how to untangle CDS from 3rd party 
content.

• Potential content-sharers also may still regard their CDS 
as potentially valuable IP, source of market advantage.



1. Responsibilities of Service 
Provider
1. Assure the most recent clinical guidelines and the best 

practice logic is utilized by the services

2. Assure that the ECRS produces a correct 
recommendation for any given set of data.

3. Provide timely notice to all consumers if definitions, 
classifications, or practice logic used by the ECRS 
changes.



2. Responsibilities of Service 
Consumers
1. Ensure that local institutional definitions are aligned with 

the classifications used by the ECRS, and remain 
aligned if local terminologies change.

2. Create CCDs in a manner that accurately represents 
patient data using the format and terminologies 
prescribed by the ECRS.

3. Conduct end-to-end testing, ensuring that the desired 
outputs are produced by a given set of inputs.



3. Responsibilities of CDS User

1. The end-user clinician is ultimately responsible for all 
clinical decisions. 

2. For randomized controlled trial (RCT) (s):
– End-user institution tested the CDS for 

appropriateness.
– Clinicians are appropriately consented and aware 

that the CDS is only an aid. 



Example Provisions:
CDSC and Regenstrief Institute (RI)
1. Quality assurance and thorough testing performed by 

Partners HealthCare System (PHS) and RI.
2. Institutional Review Board (IRB) of both PHS and RI.
3. Informed consent for participating clinics and providers. 
4. Every participating physicians must review and interpret 

provided CDS. In each and every case, it is up to the 
physician to act or not act on the CDS advisory. 

5. Indication on the CDS message of the source of this CDS 
advisory. 



Discussion/Q&A


